Connecting to Wi-F1 with
Windows 7

This is a guide for how to connect to the ITC provided Wi-Fi networks with a Windows 7
computer. The screenshots in this guide are from a version of Windows 7 with the “Windows
Classic” look enabled, which makes Windows 7 resemble Windows XP. For that reason, the
look of Windows 7 may be different on your computer, but all of the menus and options will
function the same as those in the guide.
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Getting started

If you are not currently connected to Wi-Fi, your Wi-Fi symbol (grey bars near the clock) will not
be filled in. If you hover over them, a message will appear: Not connected-Connections are
available.

Mot connected - Connections are available
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If you click on those bars, a list of nearby Wi-Fi networks will appear.

Encrypted or unencrypted?
The main differences between the wireless networks are the encryption level and how often
you need to re-authenticate (login).

The unencrypted wireless can be better when you need to login to the internet at one location
for a short time and don’t plan on moving around campus. The unencrypted wireless can also
be useful when you are having issues connecting to the encrypted wireless. The encrypted
wireless is better if you are planning to roam around campus for a while or use the wireless for
more than a day or two.

That said, ITC recommends the use of encrypted wireless internet for an additional layer of
internet security whenever possible. However, even while using the encrypted network you
should be careful about submitting any personal information online.



Connect to an encrypted wireless network

Choose one of the encrypted Wi-Fi networks--NMT-ENCRYPTED-WPA-WPA2, NMT-ENCRYPTED-
MACOS-TKIP, OR NMT-Encrypted--and click on it. For the purposes of this guide, we will be
using NMT-ENCRYPTED-WPA-WPA2.
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Open Network and Sharing Center




You should then see an option to Connect. Click it.
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A login prompt will appear. Enter in your user credentials: 900# and Banweb password. This
may need to be done multiple times in order for the credentials to take.
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Network Authentication
Please enter user credentials

'JEE!' name

OK Cancel |




Assuming your credentials are correct, you will most likely see a Windows Security alert pop up.
This is fairly normal. Click on Details.

17 Connect to a Network x|

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details, You may still connect but deing so exposes
you to security risk by a possible rogue server.

Terminate Connect

If the Radius Server is listed as either radiusserve.nmt.edu or radiusserve2.nmt.edu, then you
can click Connect and continue connecting to the Wi-Fi.

Windows Security Alert ' x|

The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

Details
Radius Server: radiusserve,nmt.edu _;l

The server “radiusserve.nmt.edu” presented a valid certificate issued by
“thawte Primary Root CA”, but "thawte Primary Root CA” is not
configured as a valid trust anchor for this profile, Further, the server
“radiusserve.nmt.edu” is not configured as a valid NP5 server to connect
to for this profile. ;]

g Details Terminate |




Once your credentials are accepted you will see a window labeled Set Network Location. Click
Public network.

!, Set Network Location
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Once you set the network as public, a confirmation window will appear, which you can close.

et Network Location




Connect to an unencrypted wireless network

Choose one of the unencrypted Wi-Fi networks--NMT-UNENCRYPTED-WEB-LOGIN or NMT-
Weblogin --and click on it. For the purposes of this guide, we will be using NMIT-UNENCRYPTED-
WEB-LOGIN.
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Open Metwork and Sharing Center

You should then see an option to Connect. Click it.
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A window will appear labeled Set Network Location. Click Public network.
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Once you set the network as public, a confirmation window will appear, which you can close.
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Now go to your favorite web browser and try to visit to a webpage, like www.nmt.edu. You will
instead be greeted with this login page for the unencrypted network. Enter in your 900# and
Banweb password and click Login.

<« C @ Secure | https://wi-ctri-1.wl.nmt.edu/aaa/nmt

NM I New Mexico Institute of Mining and Technology

Welcome to the New Mexico Tech wireless network

You may use your Banner ID and password to obtain access. This page is encrypted but any page after this authentication IS NOT ENCRYPTED in any fashion. Please do not
assume this connection is protected and never provide any information over this link without encryption (such as https and ssh).

Logging in as a registered user indicates that your have read and accepted the Acceptable Use Policy

Username: | (Rather use encryption? See FAQ below!)

Password: [

Help using wireless encryption (FAQ].

WARNING: Access to the information and contents available through this network are proprietary and confidential. Only authorized users may access this system. You may
use the information and contents solely in the manner for which it is intended and authorized. We reserve the right to monitor your use of this network at any time and in any
manner. Misuse or unauthorized access may result in legal prosecution, penalties or enforcement of regulations governing conduct and terms and conditions of employment.

Assuming your credentials are correct, you will be directed to a page like this one. You should
be connected to the unencrypted Wi-Fi at this time.
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<« &) ‘ @ Secure | https://wi-ctrl-1.wl.nmt.edu/aaa/nmt-webaaa.htm?wbaredirect=http://www.google.com/search?q=nmt&oq=nmt&sour E§ ¥ ¥

Logout Window Pop-Up Blocked!
Use the Link below to end WebAAA Session when done https://isd.wl.nmt.edu/logout.html?
client _id=SESS-14178-ab4904-166190-dfc
Browse To http://www.google.com/search?
qg=nmt&oq=nmi&sourceid=chrome&es sm=93&ie=UTF-8

10


http://www.nmt.edu/

Check your connection
If you are now connected to Wi-Fi, the Wi-Fi bars will fill in.

ol @ L]0V [€ & 104Dy

To double-check that you are connected, you can also try going to a website, like

www.nmt.edu.

/7 New Mexico Institute of M1 3¢ \\ [all=lE] s

— C | @ www.nmt.edu w
NMT Calendar NMT A-Z Direclory a

NEW MEXICO TECH

SCIEMCE » ENGINEERING « RESEARCH UNIVERSITY
Parents and Visitors NMT News  Prospective Students  CurrentStudents  Faculty and Staf  Alumni and Friends  Distance Education ~ NMT Research

Upcoming Events

EXCELLENCE IN | EACHING

Mew Student Crientation #1

CESE Meeting Featuring Dr.
Frank Etscorn

Deadline for Fall Intent to
Graduate Form

Tech Closed

Grade Option Deadline

Mew Student Crientation #2

EES Phd Defense

Mew Student Crientation #3

Show Full Calendar

New Mexico Tech Banweb

Entertainment, Fun, Fireworks — All for Free on July 4th

: X a Entertainment, Fun, Fireworks — Free on July 4th SOCORRO, N.M. — With early
Emergency Nofification f weather forecasts calling for hot, hot and more hot, one cool idea is to avoid hig-
W Y city traffic, crowds and conc...

Son o o a%al o
nmt.edu/fimages/stories/.. /Summer_Fall_2017_Catalog.pdf ico Tech Closes Rugby Year with Sevens Tournament
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Deauthenticating

Deauthenticating (also known as “forgetting” a network) can sometimes help if you are having
trouble logging in to a network. Deauthenticating removes a network (and your
username/password) from the list of known networks. If you attempt to connect to that
network again after you’ve forgotten it, you will have to re-enter your login information.

First, open up the Wi-Fi list and click on Open Network and Sharing Center

Currently connected to: o2
NMT-ENCRYPTED-WPA-WPA2 2
Internet access

Wireless Network Connection :l

NMT-ENCRYPTED-WPA-WP... Connected 1‘“!

NMT-ENCRYPTED-MACOS-WPA-TKIP M
NMT-UNENCRYPTED-WEBLOGIN o

|
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Open Network and Sharing Center

Then click on Manage Known Networks, near the top left-hand side of the page.

:‘L‘tﬂ: Network and Sharing Center

C)@v S+ control Panel - Al Control Panel Ttems + Network and Sharing Center ~ &3 [ search Control Pane!
Control Panel Home View your basic network information and set up connections
| E See full map
Manage wireless networks ﬂ*, —_—-- & —_— 0
ange adapter settings ACER-C NMT-ENCRYPTED-WPA-WPAZ 2 Internet
Change advanced sharing settings (This computer)
View your active networks Connect or disconnect
& NMT-ENCRYPTED-WPA-WPA2 2 s | I”_n"rlner :
Public network Connections: ! Wireless Network Connection
Dot (NMT-ENGRYPTED-WPA-WPAZ)

Change your networking settings

'E. Set up a new connection or network
" Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

> a Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
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A list of networks known by your computer will appear. This includes networks you have
connected to in the past, not necessarily all networks currently available.

B Manage Wireless Networks

%v Lﬂﬂ = Control Panel » Network and Internet ~ Manage Wireless Networks - | Search Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profile types  Network and Sharing Center (7]
Hetworks you can view, modify, and reorder (2) =

l! i NMT-ENCRYPTED-WPA-WPAZ Security: WPAZ2-Enterprise Type: Any supported Automatically connect

Automatically connect

I!'ri NMT-ENCRYPTED-MACOS-WPA-T... Security: WPA-Enterprise Type: Any supported
™ /

af,

In this case we will remove NMT-ENCRYPTED-WPA-WPA2. Right-click on the network name and
hit Remove network.

®\| Manage Wireless Networks

’ =18]x|

@v hﬂ] « Control Panel » Network and Internet = Manage Wireless Networks - I Search Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these netwarks in the order listed below.

Add Remove Movedown Adapter properties Profile types MNetwork and Sharing Center e

MNetworks you can view, modify, and reorder (2)

JMT-ENCRYPTED-WPA-WPA?2 | \WPA2-Enterprise Automatically connect

Automatically connect

!'.-i‘ NMT-ENCRYPTED-MACOS-WPA-T... Security: WPA-Enterprise
L
-,

The network will disappear from the list.

®| Manage Wireless Networks =18l
mvhﬂ] ~+ Control Panel = Network and Internet = Manage Wireless Networks

- I Search Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profile types  Metwork and Sharing Center o
Metworks you can view, modify, and reorder (1)

Automatically connect

._;i‘. NMT-ENCRYPTED-MACOS-WPA-T... Security: WPA-Enterprise Type: Any supported

e
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If you were to try to connect to the NMT-ENCRYPTED-WPA-WPA2 network again, you would
see a login box appear and have to provide your username and password again.

x

MNetwork Authentication
Please enter user credentials

'JEEF name

OK Cancel |
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